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ebXML -
 

What is it?

ebXML Mission:
To provide an open XML-based infrastructure enabling the global use of electronic 

business information in an interoperable, secure and consistent manner by all parties.
Enable more open, flexible, widely implementable business transactions.
Specifications that utilize a set of modular standards

BPSS

Partnermanagement

Message Service

Core Components

Registry

EbXML Standard

CPA 
CPP

Everything is based on existing standards; HTTP, TCP/IP, MIME, SMTP, SOAP, XML

Standardized by:  



 

UN/CEFACT



 

OASIS



 

ISO 15000 www.ebxml.org
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Typical Non Repudiated Flow
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Secure Transactions Over the Internet

ebXML-

 

Standard

Interoperable
–ebMS

 

2.0 and Support for CPA 2.0
–ebXML Reg/Rep support
–Ebusinessready

 

interoperability certified

Data Transport
–SMTP/POP3 
–HTTP(S): SSL 2.0, 3.0, TLS 1.0 (client 
authenticated)

Data types
–XML, Text, Binary flat files (text, graphics, IDOCs)

Confidentiality
–Payload encryption : RC2, RC4, DES, 3DES, AES

Data Integrity and Non-repudiation
–Message Authentication Code, Digital Signature: 
MD5, SHA1

extra services by AXWAY product

Business Protocolls
–EDIINT:  AS1, AS2, AS3
–S/MIME: Email client S/MIME, S/MIME over 
FTP/S, MQ Series, JMS

Data Transport
–FTP(S), JMS, MQ Series and file system

Data Types
–EDI (X12, EDIFACT, TRADACOMS)
–XML (BizTalk, BOD, cXML, RosettaNet

 

and others)
Navigation

–Routing
–Proxies, Reverse Proxies, Firewalls

Internal Integration Connections
–JMS, File system, Web Service, FTP (scriptable 
and extensible, supports checkpoint-restart), MQ 
Series (WebSphere MQ)

Security Models
–RSA, VeriSign, Entrust, Baltimore certificates
–Self-signed certificates
–VeriSign XKMS and Entrust PKIX-CMP certificate 
lifecycle management
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Reliable Messaging

ebXML-
 

Standard

Message ordering

Persistent Storage

 
of traded

 
messages

Automated Acknowledgment

 
Handling

Duplicate Message

 
Detection/Elimination

Automated Retires

 
over defined Intervals

Persist Duration

 
and Time to Live

Resending

 
of Lost Messages and 

Acknowledgements

extra services by Cyclone product

Message tracker
–Monitoring of traded messages
–Searching and viewing of payloads and 
receipts
–Resubmitting after Failures

Delivery Failure

 
Notifications

–Generating, publishing and routing of 
defined events related to system activity
–Event publishing in log files,  the user 
interface, JMS queues and by e-mail
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Infrastruktur: ebXML Gateway

Customer

ebXML 
Gateway

Axway 
Interchange

Axway 
Activator

ebMS

 

over

 

SMTP

ebMS

 

over

 

HTTP(S)

internal

 
Mailserver

ebMS

 

über 
smtp

SSL 
Proxy ebMS

 

over

 
HTTP

b2bgateway@t-mobile.de

https://b2bgateway.t-mobile.de

External 
Mailrouter

T-Mobile

DMZ Produktions- 
domäne

Datei-

 
speicher

JMS

File I/O

Projekte
•BSI
•TEO
•cWC
•EDIRep

Intranet Domäne

smtp
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Software Delivery 

Delivery of Client Software
Axway Synchrony

 
Endpoint

 
Activator (current

 
version

 
5.4 

incl. all supplier

 
documentation)

Licencies

 
for

 
3rd Parties

Customer

 
Information Documentation



 

Step-by-Step

 
Guide for

 
the

 
configuration

 
of trading

 
community

 (it

 
does

 
not

 
substitute

 
the

 
Administration Guide from

 
AXWAY)

 Useage

 
Requirements

 
for

 different protocol

 
bindings

 
(smtp/mail

 
and http(s) )

 backend integration

 
(file

 
I/O, JMS and useage

 
of metadata)
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Software Delivery Process

Partner T-Mobile ebXML Team AXWAY

delivers

 

(via E-Mail):
• full

 

address

 

of partner
•contact

 

person

 

(name, e-mail)

sends

 

Activator Order
• unsigned

 

per mail

 

(to speed

 

up the

 

process)
• signed

 

order via fax

send „Welcome

 

Letter“
•

 

Partner account

 

to AXWAY (Cyclone-) 
support

 

site

forward

 

„Welcome

 

Letter“

Downlaod

 

form 
https://support.cyclonecommerce.com

• Client Software
• Licence
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Service Offering T-Mobile
Support by

 
ebXML Team

Support while

 
installing

 
client

 
software

Setup of configuration

 
files

Communication with Axway support

Test and delivery of new software releases
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Possible Client Infrastructure (https binding)

DMZ

Inbound MSH

SSL
ProxyExternal

Firewall
Internal
Firewall

Internal

Cyclone
Activator

Statefull
Firewall

https/
ebXML

http/https
ebXML

Outbound MSH

https/
ebXML

https/
ebXML

http

Admin-Client

https/
ebXML

http/https
ebXML

https/
ebXML

Enabling access to the embedded 
HTTP(S) server of Client’s 
EndPoint

 

is the more critical task
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Many Thanks !!
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